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Welcome Letter

WELCOME TO QUBIT
PRAGUE 2017! Main Highlights:

It seems hard to believe, but yes, another
year has passed! The 4th Annual QuBiIt

Conference in Prague is already about to More than 150 Attendees
/ commence. The first time we met at QuBiIt
2014, we had the vision and the enthusiasm :
- / to create a unique space for sharing ideas ngh proﬁle Speakers
: and expertise. With only 25 attendees the
conference appeared to resemble more of 3 Panel Discussions
a very large meeting at that time.
Let me give you a brief update on where we 3 Cyber Lab Hands-on
(\ n QuBit Academy, the professional training academy, stand today. We are still enthusiastic. We P tati
Q u B It provides IT security courses and hands-on trainings. are in fact pleased to welcome more than IESCIMAtoNS
Our vision is to help you expand your professional 160 attendees at QuBit Prague 2017! Our
cadem skillset and knowledge base by attending practical mission however remains true tots core; we CyberSquare StartUp Expo
y courses in small groups. strive to maintain an atmosphere of commu-
nity spirit while emphasizing the education- . .
al value of the event. QuBit Prague 2017 in Round Table Discussion

addition opens the door to new innovative

cybersecurity ideas at CyberSquare Start- : :
Up. Meet new StartUps operating in the Networklng Dinner

SECURITY BASICS FOR MANAGERS cybersecurity industry! in Prague’s Brewery

4 May 2017, Bratislava Last but not the least, I'd like to introduce
you QuBit Belgrade 2017. Following the
rising success of QuBit Prague over years,
we proudly invite you to join our journey at

WEB APPLICATION SECURITY QuBIt Belgrade 2017. As always, we focus
our mission on high-profile speakers and
14 -15 June 2017, Brno valuable networking opportunities aimed at

boosting your professional development.

2017 is for QuBit team a year of challenges
and opportunities. Thank you for being here

YOUR ANDROID HAS BEEN HACKED with us!
12 - 13 September 2017, Brno Best,

* Maria Kalicakova
. CEO & Co-founder

Find more information and register at qubitacademy.com

4th Annual Cyber Community Event




Speakers

Jan Adamovsky
CSO & CISO at Slovenska Sporitelna, Slovakia

Jan is working for Erste Bank Group since 2007,
having various positions in security area. His expe-
rience includes creation and execution of security
strategy, managing IT security teams, defining
security requirements for large project in banking
area, design, implementation and operations of security solutions. He likes
to challenge traditional approaches and do things that makes sense.

Peter Allor
Senior Security Strategist at IBM, USA

Peter has been instrumental in IBM's strategy
and development of products and services for
securing Critical Infrastructures, Central Govern-
ment Operations and Certifications. He focuses
on developing solutions that integrate the full
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spectrum of security operations within an organizations domain in sup-
port of business. He manages disclosure of vulnerabilities and malware
coordination.

Ivan Bacigal
Forensic Expert, Slovakia

Ladislav Baco
System Engineer at CSIRT.SK Slovakia

Malware analyst, incident handler and cyber
security enthusiast.

Jakub Berthoty

Associate at Dagital Legal, Slovakia

Jakub is a Slovak qualified advocate specialising
— on the personal data protection. As of 2017, he is
leading a unique privacy & IT butique law firm. His
team comprises of both legal and IT professionals,
and develops their own software compliance

solutions for the clients. Currently, he is also preparing a publication on
the GDPR.

Bradford Bleier
Cyber Assistant Legal Attache at FBI, Czech Republic

Bradford Bleier is the current Cyber Assistant Legal
Attache in Prague, and has worked the full scope
of cyber investigations throughout his fifteen years
with the FBI. His work establishing the National
Cyber Investigative Joint Task Force (NCIJTF)
provided a broad background responding to the spectrum of Advanced
Persistent Threats (APTs). Prior to his time with the FBI he started and
operated an Internet Service Provider in Northern California. ALAT Bleier
is also a lawyer, having served as a Naval Judge Advocate in Japan, and a
telecommunications lawyer in California.

O’Shea Bowens
Cyber Security Specialist at Kindred Group PLC, Sweden

O’Shea is an information security enthusiast. In his
role at Kindred Group PLC, O’Shea is responsible
& for the development and implementation of the
l'&d 3 -E". incident management program and is the firm’s

lead incident responder. Prior to joining Kindred
Group PLC, O’'Shea worked and consulted for Government, U.S. and inter-
national firms in various information security roles, including security ana-
lyst, architecture, network & systems forensics, and network engineering.

Joe Carson
Cyber Security Expert and Digital Forensics

l.‘-‘ at Thycotic, Estonia
Joseph Carson has more than 20 years of

experience in Enterprise Security and Infrastruc-
ture, Joseph worked on industrial block-chain
technologies for large scale data integrity and
previously spent 11 years at Symantec working on Endpoint System
Management and Security products including Enterprise mobility and
Advanced Persistent Threats. He is a Certified Information Systems Secu-

rity Professional (CISSP) and Certified Scrum Product Owner® (CSPO).
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Eldad Chai

VP Products at Imperva Incapsula, USA

Eldad has more than 10 years of experience in
cyber security and web technologies both in start-
ups and large technology companies. He is cur-
‘ ,h rently managing the product and security research
and operations groups at Incapsula. Before joining
Incapsula, Eldad was Product Manager for Imperva’s award-winning
Web Application Firewall, where he led the development and launch of
its innovative ThreatRadar technology. Eldad holds a M.Sc. and a B.Sc. in
Communications System Engineering from Ben-Gurion University.

Barbora Geistova Cakovska
Forensic Expert at Institute of Forensic Science, Slovakia

After finishing her studies of philosophy and
French language at the Comenius University of
Bratislava, she graduated the DEA diploma “Lin-
guistics, Logic, Informatics” in France. In 2007, she
graduated her PhD studies at the Department of
Analytic Philosophy, Institute of Philosophy, Slovak Academy of Sciences,
for specialization “Logical Semantics”. She is one of the leader researchers
in the field of the digital handwritten signatures in Slovak republic, devel-
oping collaboration with peer specialists from other countries.

Karin Gubalova
Head of Information Security, Chief Information
Security Officer at Komercni banka, Czech Republic

e Karin has been working in information security

: field for more than 15 year. She focuses on infor-

| - mation security governance and related processes

: including the information asset management, risk

assessment and treatment and user awareness. She also has experience

with 1SO 27001 certification. She holds the CISA, CISSP, CISM, CRISC

certificates. Since 2013 she is working in Komeréni banka as a CISO
responsible for information security.

Zuzana Hecko
Senior Associate at Allen & Overy Bratislava, Slovakia

Zuzana leads the intellectual property / IT practice
in Allen & Overy Bratislava. She has experience
advising on various IP/IT issues, including litiga-
tion, contracting, data protection, compliance,
outsourcing, data transfers, anti-counterfeiting
and IP/IT aspects of commercial transactions. Zuzana worked for 3 years
as a legal adviser in the EC in Brussels and in an international law firm in
Hong Kong. Zuzana is a vice-chair of the Data Protection Task Force at the
American Chamber of Commerce and a member of the advisory team of
the Digital leader of Slovakia.
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Irena Hudecova

Inspector at The Office of Personal Data Protection,
Slovakia

Irena is one of the Data Protection Inspector in
Slovakia. She has experience in this field for more
than five years. Three years on the position of a
commercial lawyer, two years as a member of

supervisory authority.

Jarek Jakubcek

Strategic Analyst at European Cybercrime Centre at
Europol, Netherlands

I Jarek completed his studies in five countries and
= holds two MSc degrees in Economics as well as
Forensic Computing and Cybercrime Investigation.
Over the last 10 years, Jarek has been employed as
a programmer and data administrator at AOL and Crime Analyst the Irish
National Police. In the beginning of 2014, Jarek moved to the Netherlands,
where he currently works as a Strategic Analyst for the European Cyber-
crime Centre at Europol, where he is supporting cybercrime investigations
across the EU.

Rastislav Janota
Director at National Security Authority, Slovakia

Thomas Kerbl

Security Consultant at SEC Consult, Austria

Thomas is Senior Security Consultant, Security
Architect and Team Leader at SEC Consult
Unternehmensberatung GmbH. He graduated
with a diploma degree in “Computer- and
Media-Security” in Hagenberg as well as the mas-
ter study program “Multimedia and Software Development” in Vienna.
In his career he performed more than 200 successful security projects.
His specializations include both the conception and design of secure
software as well as the conduction of in-depth security audits.
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Speakers

Peter Kosinar
Senior Virus Researcher at ESET, Slovakia

After spending a few years in the area of computer
security as an independent researcher, Peter
joined ESET more than a decade ago as malware
researcher and later became one of the core devel-
opers behind its detection technology. Nowadays,
his primary focus shifted towards detailed investigation of cases of partic-
ular interest (including mainly targeted high-profile attacks, non-standard
attack vectors and cryptanalysis), crime attribution and subsequent
interaction with law enforcement. In addition to his job, Peter also holds
regular lectures for students of computer science at both high-school and
university levels.

Ondrej Krehel
Digital Forensics Lead, CEO at LIFARS, USA

Ondrejis the Digital Forensic Lead, CEO & Founder
of LIFARS LLC. He's the former Chief Information
Security Officer of IDT911, the nation’s premier
identity theft recovery and data breach manage-
ment service. He previously conducted forensic
investigations and cybersecurity consulting at Stroz Friedberg, including
various US government engagements and missions. With two decades of
experience in computer security and forensics, Ondrej has conducted a
wide range of investigations, including data breached through computer
intrusions, theft of intellectual property, massive deletions.

Andrea Kropacova
Security Advisor at CESNET, Czech Republic

Andrea began her career as a network administra-
tor, manager of network services and occasional
programmer in the CESNET association. From
there, it was just a small step to network and ser-
vices security, cybersecurity and subsequently to
the issue of CERT/CSIRT teams. In 2004, she assembled the first CSIRT
team in the Czech Republic officially recognised by the worldwide secu-
rity community, the team CESNET-CERTS, which operates in the CESNET
national research network.

Paul Kubler
Digital Forensics Examiner at LIFARS, USA

Paul is a former employee at Boeing, in the Global
Network Architecture division, the nation’s largest
private cyberattack target. He previously worked
at the Flushing Bank, in Network and Systems
Infrastructure, protecting valuable financial data at
various levels within the network and systems. With several years of expe-
rience in cybersecurity and digital forensics, he conducted a wide range
of investigations, including data breached through computer intrusions,
theft of intellectual property, and computer hacking.

Dave Lewis
Global Security Advocate at Akamai Technologies,
Canada

Dave has almost two decades of industry experi-
ence. He has extensive experience in IT operations
and management. Currently, Dave is a Global
Security Advocate for Akamai Technologies . He
serves on the Board of Directors for BSides Las Vegas. He is the founder of
the security site Liquidmatrix Security Digest and co-host of the Liquidma-
trix podcast. Dave writes a column for CSO Online and Forbes.

Pavol Luptak
Security Consultant, CEO and Owner of Nethemba,
Slovakia

Pavolis a cryptoanarchist and voluntaryist focused
on technology and society hacking. He has started
the initiative \'We do not work for the government\’

- grouping of all companies in Slovakia and Czech

Republic. He is also a member of the famous Czech contemporary art

group Ztohoven responsible for many anti-government contemporary

\'media sculpture\" projects. He is a co-founder of Progressbar hacker-

space in Bratislava and Parallel Polis hackerspaces in Prague. He is an

owner of IT security company Nethemba.

Ivan Makatura
Senior Security Consultant at IBM, Slovakia

Ivan is the member of IBM Security Services team
in the role of Senior security consultant, focused
on Information Security, Regulatory, Personal Data
Protection, Risk and Compliance management.
Ivan is skilled security manager with more than
13 years of experience as Chief Security Officer in banks, he has overall
over 26 years of experience in enterprise IT, specialized to Information
Security Management Systems, IT Service Management Systems and IT
Risk Management processes.

Andy Malyshev
CTO at Elcomsoft, Czech Republic

Andrey studied Aircraft Electronics and Commu-
nication Systems (FRELA) in Moscow Aviation
Institute (State University of Aerospace Technol-
ogy). In 1997 Andrey started working as Head of
R&D department and in 2000 became CTO. Now
he is co-responsible for business progress and heads the development of
new products. He is an author of numerous articles and a developer of a
popular program Advanced Office Password Recovery.
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Joe McGee
Leadership Founder / Consultant at McGee Leader-
ship, USA

McGee Leadership Over 16 years’ experience
in the IT industry for leading corporate, financial
and educational organizations. Joe has held
various positions as Technical Trainer, IT Analyst,
Website Developer, Manager and Desktop Support Technician. He has
been involved in speaking topics such as “Building Team Dynamics” and
“Leadership Lessons Inspired by a 6 year old”, which has been expanded
into the topics in this book.

Lukas Neduchal
Advisory Services Director at EY, Slovakia

Former Director of EY IT Advisory department
in Bratislava, Slovakia, currently works as an
independent IT security consultant. Lukas has
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% 19 years of combined audit, business consulting
and IT advisory professional experience. His main

interest is in the areas of IT Security, Risk Management, IT transformation
and Service organization controls certifications. He is Certified Information
Systems Auditor (CISA), Certified Information Security Manager (CISM)
and Certified in Risk and Information Systems Control (CRISC).

Jan Neutze
Director of Cybersecurity Policy at Microsoft, Belgium

Jan Neutze is Director of Cybersecurity Policy at
Microsoft responsible for Europe, Middle East,
and Africa (EMEA). In this role Jan works with
policy and technical stakeholders on a range of
cybersecurity issues, including security strategy
and policy, cloud security, risk management, information assurance
and critical infrastructure protection. In 2015, Jan was appointed to the
ENISA Permanent Stakeholders’ Group (PSG) for the 2015-2017 term.
Jan is a Certified Information Systems Security Professional (CISSP) and
a Certified Information Privacy Professional (CIPP) and holds a J.D. from
the University of Muenster, Germany as well as an M.A. in Security Studies
from Georgetown University in Washington, DC.

Josef Niedermeier
Cybersecurity Design & Engineering Professional at
HPE, Ireland

For more than 18 years Josef has participated in
software development projects in Telco, Finance,
Utility and Retail industry as a developer and
architect. The projects utilized wide range of
methodologies, technologies and concepts including agile development,
distributed computing, map-reduce, linked data, machine learning and
Big Data.
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Guido Noto La Diega

Lecturer in Law at Northumbria University, UK

Guido is a Lecturer in Law at the Northumbria

University. As a researcher, he collaborates also
; with the University of Glasgow, the Universita degli

Studi di Palermo and the Nexa Center for Internet &
Society. In most of his publications, he has studied
the latest technological developments shedding light on the legal issues
involved, with particular regard to contracts, liability, intellectual property,

consumer law and data protection. Called to the Bar of Italy in 2013, Guido
works as a legal counsel for startups and he directs “Ital-loT".

Kent Sinclair
Attorney, Arbitrator & CIPP/US at Sinclair Law LLC,
USA

Kent Sinclair is an attorney, arbitrator, and
" cybersecurity professional, with over 25 years of
'ﬂ experience. Kent was a Partner at an international
law firm and served as a Managing Director of a
global cybersecurity consulting firm. In 2015 he established his own law
firm, Sinclair Law LLC, in Boston, USA, to address the needs of emerging
companies and middle market enterprises with a range of transactional,
regulatory, and dispute related needs.

Pawet Szulewski
Data Privacy Expert at Kosciuszko Institute, Poland

Lawyer specialised in IP and ICT Law. PhD Candi-
date at Research Centre for Legal and Economic
Issues of Electronic Communication (CBKE)
- University of Wroclaw. Currently, his attention
is focused mainly around Data Protection Law,
Internet Law, Technology Law and ICT Law. The winner of Lexis Nexis
Best Paper Award 2015 at International Legal Informatics Symposium
IRIS in Salzburg. Privately, enthusiast of technological innovations, active
participant of the digital revolution and attentive observer of virtual reality.

Charles Tango

‘:\ CISO at Altria, USA
-

Charles is the CISO at Altria. During his past year at

e Altria, Charles has been responsible for maturing

4 " the Information Security program and establishing

a global five year strategic vision for the IT Risk

program. Charles also represents Altria on the

board of the Richmond Technology Council, which supports technology

innovation in the greater Richmond area, as well as the board of the

Virginia Cybersecurity Partnership. Prior to his role at Altria, Charles held

senior level Information Security positions with financial institutions in

the NY metro area, including Chief Information Security & Risk Officer for

Sterling National Bank and Senior Vice President, IT & Operational Risk at
Citigroup.




Speakers

Miroslava Tischlerova
Psychologist, Czech Republic

Miroslava is a psychologist specializing in Cogni-
tive Social Psychology, PhD candidate at Charles
University, and an established trainer in the field
of soft skills. She is hugely interested in social
cognition, information processing in humans and
heuristics and biases in judgment and decision making.

Martin Zadnik

Network Security Researcher at CESNET, Czech Re-
public

1

Martin's research interests include network

sharing and data correlation. Martin got his PhD

from Brno University of Technology and, cur-
rently, works for CESNET. He has participated in or has been a principal
investigator of many network security projects for various stakeholders
including Ministry of Interior Affairs, GEANT, Technology Agency, Stanford
University and others.

[ measurement, network traffic analysis, incident

SPEAK AT QUB

Marek Zeman
CISO at Tatra banka, Slovakia

Marek Zeman has over 15 years of experience
in IT security. He also works on introducing new
technologies into banking environment. In IT
security he focuses on database security, behav-
ioral metrics, analysis, evaluation and correlation
non-structured data. He raises security awareness by giving lectures.

Ondrej Zimen
Senior Associate at STEINIGER | law firm, Slovakia

Ondrej is a data protection lawyer and specialist.
He previously worked for the Office for Personal

e Data Protection of the Slovak Republic as a head

‘ of the Inspection and Analytical Activities depart-

ment. Ondrej has also contributed to the current

Slovak data protection legislative framework and was a member of the
Slovak delegation in the data protection reform working group of the

Council of the European Union. In his legal practice, Ondrej designs com-
plex compliance solutions for personal data protection and data safety.

IT CONFERENCE 2018 TO SHARE YOUR SECURITY EXPERTISE

CALL FOR
SPEAKERS

2018

ROUND TABLE DISCUSSION

Tomas Kolomaznik Vladimir Rohel Tatiana Valentova
Vice-Chairman at Center for Security Director at National Cyber Chief Inspector at The Office
Analyses and Prevention Security Center of Personal Data Protection
Czech Republic Czech Republic Slovakia

QuBIt Conference 2017

Pre-Conference Training

FORENSIC ANALYSIS WITH POWERSHELL
4 April 2017

TRAINERS: Ivan Bacigal | Forensic Expert
Lukas Hlavicka | Security Specialist
Slavomir Ivancik | Penetration Tester

TRAINING PROGRAM

8.00 - 9.00 Registration

PowerShell Essentials
Cmdlets, Functions, Modules

Collection data on Windows hosts with PowerShell
RAM, Logs, Files, Forensics image and hashing
Shadow copies

9.00-12.00

Live system analysis
Running processes
Loaded registry files
Shadow copies
Network communication
Installed software

12.00 - 13.00 Lunch

Analysis of standard windows artifacts
Windows Logs
- Detection and analyze of standard forensics questions
- Intrusion detection
- Lateral movement detection - Use of privileged accounts

13.00 - 18.00 Prefetch, history of web browsers

Configure Windows to provide forensics artifacts
Run/stop processes
Audit access to specific files
Forward logs to secured location

Discussion & EOF

4th Annual Cyber Community Event



5 April, Day 1

8.00-9.00

9.00-9.10

9.10-9.40

9.45-10.30

10.30 - 10.45

10.45-11.30

11.30-12.15

12.15-13.00

13.00 - 14.00

14.00 - 14.45

14.45-15.15

15.15 - 16.00

16.00 - 16.45

16.45 - 17.30

17.30-17.40

19.00 - 23.00

TRACK A TRACK B

Registration

Conference Opening

9.00-9.20
OPENING KEYNOTE

CYBER PURSUIT
Bradford Bleier | Cyber Assistant Legal Attache at Federal Bureau of Investigation

9.20 - 10.05
SECURITY OPERATIONS,
AL R L INTELLIGENCE & INCIDENT RESPONSE
CRIMINAL ABUSE OF VIRTUAL CURRENCIES BARBARIANS AT THE GATE (WAY)
Jarek Jakubcek | Strategic Analyst at European Cybercrime Centre at Europol Dave Lewis | Global Security Advocate at Akamai 10.05 - 10.50
Coffee Break
MANIPULATIVE TECHNIQUES IN SOCIAL ENGINEERING 10.50 - 11.10

Mirka Tischlerova | Psychologist

USING CLOUD SERVICES FOR FORENSIC INVESTIGATIONS
Andy Malyshev | Director of EU Branch at Elcomsoft

CYBERLAB

MALWARE ANALYSIS
FACEBOOGLE PRIVACY DEFENCE
Ivan Bacigal | Forensic Expert

Ladislav Baco | System Engineer at CSIRT sk

11.10 - 11.55
Lunch

PANEL DISCUSSION

MYTHS AND REALITIES OF SECURITY INCIDENTS IN BANKS

Moderator:  Lukas Neduchal | Advisory Services Director at Ernst&Young 11.55 - 12.55

Speakers:  Jan Adamovsky | CSO & CISO at Slovenska sporitelna
Karin Gubalova | Head of Information Security at Komercni banka 1255 - 13.40

Marek Zeman | CISO at Tatra banka

Coffee Break

CYBER CRIME & CYBER WAR 13.40 - 14.25

SABU - SHARING AND ANALYSIS OF SECURITY EVENTS
Andrea Kropacova | Security Advisor at CESNET
Martin Zadnik | Network Security Researcher at CESNET

CYBERLAB

XDEDIC FORENSICS: INVESTIGATING
AN INTERNATIONAL CRIME RING

RISK MANAGEMENT & SECURITY GOVERNANCE
LEADERSHIP LESSONS INSPIRED BY A6 YEAROLD

Paul Kubler | Digital Forensics Examiner at LIFARS

14.25-15.10
Joe McGee | Leadership Founder/ Consultant at McGee Leadership
FAILURE TO SECURE - STATE OF PRIVILEGED ACCOUNT CLOUD & SCADA & FUTURE OF SECURITY
N HIDDEN SECURITY WEAKNESSES IN IOT FIRMWARE
Joe Carson | Cyber Security and Digital Forensics Expert at Thycotic Thomas Kerbl | Security Consultant SEC CONSULT
15.10 - 15.20

House Keeping Notes from Organizers
156.20 - 16.30

NETWORKING DINNER

QuBIt Conference 2017

6 April, Day 2

TRACK A

OPENING KEYNOTE

DO WE NEED A “DIGITAL GENEVA CONVENTION" IN TIMES OF CYBER (IN)SECURITY?
Jan Neutze | Director of Cybersecurity Policy at Microsoft

CLOUD & SCADA & FUTURE OF SECURITY RISK MANAGEMENT & SECURITY GOVERNANCE

SECURITY VS ETHICS WHERE CYBERSECURITY STRATEGY (RISK MANAGEMENT)
AND PRACTICAL DEPLOYMENT MEET

Peter Allor | Senior Security Strategist at IBM

TRACK B

Guido Noto La Diega | Lecturer in Law at Northumbria University

THE BOTNET OF THINGS: DISSECTING
AN ACTUAL IOT BOTNET ATTACK

Eldad Chai | VP Products at Imperva Incapsula

BORDERS OF OUR DIGITAL PRIVACY

Pavol Luptak | Security Consultant, CEO and Owner of Nethemba

Coffee Break
ROUND TABLE | Implementation of the Cyber Security Law into the Business Environment (In the Czech language)

PANEL DISCUSSION

CASE STUDIES FROM DATA BREACH MATTERS

Moderator:  Ondrej Krehel | CEO at LIFARS
Speakers:  Kent Sinclair | Attorney, Arbitrator & CIPP/US at Sinclair Law LLC
0O’Shea Bowens | Cyber Security Specialist at Kindred Group PLC
Ivan Makatura | Senior Security Consultant at IBM Slovakia

Charles Tango | CISO at Altria

Lunch

SECURITY STRATEGY & LEGAL CYBERLAB

SIGNATURES IN DIGITAL WORLD

Barbora Geistova Cakovska | Forensic Expert at Institute of Forensic Science

HOW TO DEAL WITH THE UNKNOWNS

IP ADDRESS FROM THE PERSONAL DATA Peter Kosinar | Senior Virus Researcher at ESET
PROTECTION PERSPECTIVE

Ondrej Zimen | Senior Associate at STEINIGER | law firm

PANEL DISCUSSION CLOUD & SCADA & FUTURE OF SECURITY

GDPR SHAKES-UP THE DATA PROTECTION RULES! “BITTER- ARCHITECTURE FOR FAST AND SCALABLE
SWEET” CHALLENGES FOR BUSINESS AND PEOPLE PROCESSING OF NETFLOW TRAFFIC DATA

Moderator: IN ALARGE ORGANIZATION
Zuzana Hecko | Senior Associate at Allen & Overy Josef Niedermeier | Cybersecurity Design & Engineering Professional at HPE

Speakers:
Irena Hudecova | Inspector at The Office for Personal Data Protection

Pawet Szulewski | Data Privacy Expert at the Kosciuszko Institute

Rastislav Janota | Director, Technical Security Department at National
Security Authority

Jakub Berthoty | Associate at Dagital Legal

Coffee Break

CLOSING SPEECH & RAFFLE

4th Annual Cyber Community Event




Advisory Board & Speaking Bureau

ADVISORY BOARD

Advisory Board supports the conference mission, attendance and professional standing within the
cybersecurity community.

Tom Brennan Ondrej Krehel Andrea Kropacova
Global Board of Directors Digital Forensics Lead Security Advisor at CESNET,
at OWASP Foundation, USA CEO at LIFARS, USA Czech Republic

SPEAKING BUREAU

Every year, QuBit Speaking Bureau handles the most important part - to find and put together
an impressive list of speakers and topics.

Thank you for volunteering to be a member of the QuBit 2017 Speaking Bureau. Your participation
is highly respected. Your expertise and experience is a powerful gift that deserves to be shared.

LH

HEAD OF SPEAKING BUREAU

Joe Carson Lukas Hlavicka
Product and Marketing Forensic Expert,
at Thycotic, Estonia Slovakia

o

Ivan Makatura

Senior Security Consultant
at IBM, Slovakia

AL s
Petra Vydrova Marek Zeman
Lawyer & IT Law CISO at Tatra banka,
Specialist at Disig, Slovakia
Slovakia

QuBIt Conference 2017

Networking Opportunities

PRE-CONFERENCE SPEAKERS NIGHT

April 5
19.00 U Medvidku

Na Perstyné 345/7
Staré Mésto
110 01 Praha 1

THE SMALLEST
BREWERY IN PRAGUE

Sponsored by

‘.’950ph|$t|T

4th Annual Cyber Community Event

April 4
19.30 T-Anker

The elevator from the street
OD Kotva (5th floor)
Nameésti Republiky 656/8
110 00 Praha 1

THE VIEW WILL
DELIGHT YOUR EYES




CYBERSQVARE

GROWTH HACK YOUR STARTUP IN 180 SECONDS

APRIL 5 | PRAGUE

CyberSquare Program DO YOU HAVE AN UNIQUE CYBER

14.00 - 14.05 Opening

14.056 - 1445

14456 - 15615

16.156-16456

1645-1646

16.45-1/.16

1/7.16-17.30

IDEA? DO NOT HIDE IT ANYMORE.

Moderator: Andrej Mikula Startupers.sk

StartUp Keynote Speaker sharing the story how

Success? Just Ahead! tumanoutstanding idea into a profitable
business. How would I make it better next time?

Take achance, prepare the pitch and enjoy your
3 Minutes of Fame 3 minutes of famel Open the door to new
opportunities.

Present yourself, meet new partners and discover
new ideas at CyberSquare Expo.

StartUp Expo

What are the biggest challenges for StartUps
in Slovakia, Czech republic, Austria, Hungary or
Advisory Session Poland?

Peter Varga, Tomas Demo @ Steinize
STEINIGER | law firm, s.r.0, & SteImiger

i firmn

Small Talk

CyberSquare StartUp Hero

Please do keep in mind that the schedule is subject to change.

avatao

SAYADI

Solutions

3 INCOGNIT=L

whalebone
Wi

CyberSquare StartUps

TAKE A CHANCE AND VOTE FOR

THE CYBERSQUARE STARTUP HERO.

Avatao is a cloud-based virtual platform to learn to build secure software in a
fun way. A rich library of hands-on exercises allows people to master IT security.
avatao is used to recruit and assess security people, both software developers and
hackers, onboard them effectively and to provide a fun, challenging continuous
learning experience.

The Data Protection Delivery Center is a Czech-based company focusing on data
and network security and an experienced partner when it comes to the GDPR
convergence process and the implementation of supportive IT technologies,
including highly reliable backup and recovery, security information and event
management, identity&access management as well as physical and virtualized
networks security. To minimize the data exposure at the users’ endpoint devices,
DPDC also focuses on desktop virtualization technologies.

GREYCORTEX uses advanced artificial intelligence, machine learning, and data
mining methods to help organizations make their IT operations secure and reliable.
MENDEL, GREYCORTEX’s network traffic analysis solution, helps corporations,
governments, and the critical infrastructure sector protect their futures by
detecting cyber threats to sensitive data, networks, trade secrets, and reputations,
which other network security products miss.

In SWITSYS we help people to stay connected with business partners, friends
and family, and to share and express what matters to them. With INCOGNITEL
browser-based application we make the online world secure and private, allowing
businesses to organize a real time communication between different devices and
operating systems.

Whalebone protects networks of any size or complexity from harmful malware
and infected websites. Your network gets protected even without any software
installation or complicated configuration changes. Based DNS resolution,
Whalebone seamlessly filters the traffic you have to use anyway. We take care of
all the updates and detection tuning.




Sponsors

Diamond Sponsor

'."SophlstIT

Platinum Sponsor

LIFARS

your digital world, secured

Gold Sponsor

M= Microsoft

Silver Sponsor

WWW.SANS.ORG

Sponsor

ELCOMSOFT

PROACTIVE SOFTWARE

SophistIT is providing complex IT solutions and cutting edge technology for
cyber security. Our expertise is based on best of breed solutions and vendors,
also modern and next generation solutions. Complex consultancy, project
management, architecture principles of sophisticated new generation solution is
key for successful IT projects, that are supporting your enterprise business and
success. Our solutions can detect cyber treatments and analysing potential cyber-
attack. We can together maximize security operations ROI by turning everyone
into the valuable data analysis in forensic.

LIFARS is a global Digital Forensics and Cybersecurity Intelligence firm based in New York
City offering onsite agile service in Greater NY and surrounding areas. At LIFARS, we believe
that cybersecurity is a matter of trust - that is why most of our services are rendered onsite at
your premises to establish a personal relationship. Our solutions are based on best practices
and personal hands-on experience. LIFARS conducts digital forensic investigations, data
breach incident response, web application security testing, digital risk assessments, and
academic research. We continuously explore the latestinnovationsin the cybersecurity field
to find trends and identify potentially threatening environments in this space. At LIFARS, we
understand how the technology operates in a detail-oriented, technical manner. We seek
to know what security issues exist before attackers can exploit them. Every technology
has its own limitations. Our approach to cyber defense consists of layers connecting threat
intelligence andresponse. Today’scyberworldisamaze of complexities. Intricate knowledge
of laws, compliance, technologies, mobility, social networking, and the behavioral science of
human interaction are essential to defend your networks. Our services and solutions address
common challenges and weaknesses in today’s digital and information connected world.

Microsoft (Nasdag “MSFT” @microsoft) is the leading platform and productivity company
for the mobile-first, cloud-first world, and its mission is to empower every person and every
organization on the planet to achieve more. We strive to create more personal computing,
reinvent productivity & business process and build the intelligent cloud. Founded in 1975,
we operate worldwide and have offices in more than 100 countries. We develop, license,
and support a wide range of software products, services, and devices that deliver new
opportunities, greater convenience, and enhanced value to people’s lives. We offer an
array of services, including cloud based services, to consumers and businesses. We design,
manufacture, and sell devices that integrate with our cloud-based services, and we deliver
relevant online advertising to a global audience.

Established in 1989, SANS Institute is the largest information security training
organisation in the world. SANS provides intensive, technical training designed to
impart the skills and techniques necessary for defending systems and networks
against the most dangerous. SANS training is led by world-renowned, expert
instructors and the curriculum covers all the most crucial areas of security.

Founded in 1990, ElcomSoft Co. Ltd. develops state-of-the-art computer
forensics tools, provides computer forensics training. ElcomSoft tools are used by
businesses, law enforcement, military and foreign governments.
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4th Annual Cyber Community Event




Venue

i | Hotel Grandior Prague

G RANDIO Na Porici 42, 110 00 Prague

HOTEL PRAGUE

New design hotel perfectly situated in the city centre of Prague opened in 2014.

HOPIN TAXI in Prague! Use promo code QUBITconf1 and get 150 K¢ credit.
New users get extra credit - use promo code QUBITconf2 and get 250 K¢ credit.

How to use promo code:

Download HOPIN TAXI app. Launch the app.
Open Menu and go to Promo codes. Fillin
promo code and submit.

Download HOPIN TAXI app for free
and enjoy your ride with us.

www.hopintaxi.com

QuBIt Conference 2017

@ U B it 2 Conference Days

Conference More than 20 Speakers
BELGRADE Hands-On Training
18 -19 October Networking Event

2017

QuBit Conference coming to Serbia!

ENJOY THE SPECIAL PROMOTION!

Enjoy the discount of 10% off the actual price.
PROMO CODE: QB17Belgrade

IMPORTANT DATES FOR QUBIT BELGRADE 2017
Call for Speakers: 1 April 2017
Call for Sponsors: 1 April 2017
Early Bird Registration: 1 June 2017

belgrade.qubitconference.com | +421 915801 169 | info@qubitconference.com



@uBit

Conference
PRAGUE
17 -19 April

2018

The Event You Can’t Miss!

REGISTER YOURINTEREST
Register Your Interest today and save 100€ off
a Conference Pass.

PAST DELEGATE DISCOUNT
Enjoy the Past Delegate discount of 10% off the actual
price and invite your peer at the same conditions.
PROMO CODE: QBPrague18PD

IMPORTANT DATES FOR QUBIT PRAGUE 2018
Call for Speakers: 1 May 2017
Call for Sponsors: 1 May 2017
Early Bird Registration: 1 September 2017

prague.qubitconference.com | +421915801 169 | info@qubitconference.com



